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1. Overview

Developed by SIM-SYSTEMS, SIM-101 is a comprehensive IEC 60870-5-101 protocol
simulation software for Windows. It offers a robust and flexible platform for emulating
master and slave devices, enabling the simulation of realistic and comprehensive

communication scenarios in SCADA systems.

The SIM-101 goes beyond protocol simulation, also offering complete IEC 60870-5-101
communication line monitoring capabilities, an essential function for communication

troubleshooting.
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2. Installation
Installing the software is simplified, just follow the steps below:

e Runtheinstaller.

e Click "Next" in the home window.

e Click"Install" in the next window.

e Wait for the installation to be completed.

cly Setup - SIM-101 version 1.0 — X
Select Additional Tasks E
Which additional tasks should be performed?

5IM-181

Select the additional tasks you would like Setup to perform while installing 5IM-101,
then dick Next.

Additional shortouts:

B Create a desktop shortout:
cly Setup - SIM-101 version 1.0 — X
Ready to Install E
Setup is now ready to beain installing SIM-101 on your computer,

5IM-181

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back Install Cancel
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3. User Interface
The simulator's main interface is made up of four main components:

e Project tree: Project viewing area, containing the stations.
e Content panel: Viewing area of project items.

e Rtu output: Output terminal of the running station.

e Toolbar: Command bar and project management.

[Sl SIM-101 <IEC 60870-5-101 Simulator> - CAUsers\gusta! - o
File Tools Help RTU
- B CONTENT OUTPUT
PANEL
[m Project PROJECT S [ ¥ MASTER>Connection x | % WASTER>Setings x | & WAsrey—smoreromr x ™ Output
¢ [ scaDA TREE | 1 save | { Clear () Pause
¢ [ MASTER el .
::'_ C°"”w‘:" N Type Elca 104 Name value Qualifier Caust | Ryes 00:02:19.818[10 09 01 036l
s DataLin 1 M_SP_NA_1 1 1 off ivntsb bl inroge [prm acd dic func=8|Respond rquested data not
v ‘;‘}:‘”““”” 2 M_SP_NA_1 1 2 / of ivntsh bl inroge, | avaliable] LA=1
le 2““‘["95 3 M_SP_NA_1 1 3 / on watsnb | mwogel || 08100105001 5¢ 16
@ Points ,
J M_SP_NA_1 ! 4 on WNTSbDI | nroge [PRM fc FCV func=11IRequest user data class 2] LA=1
5 M_SP_NA_T 1 5 on wntsobl | inroge
G M_SP_NA_1 1 5 on ntsbbl | inoge | RX=>00:02:20.810[1009010a 16]
7 M_SP_NA_1 1 7 on iwntso bl inroge [prm acd dic func=9]Respond requested data not
: avaliable] LA=1
@ 8 M_SP_NA_1 1 ] on wnisobl | inroge
9 M_SP_NA_1 1 ] on Wnlsobl | imoge | Txe>00:02:21816(10 7001 7¢ 18]
0 M_SP_NAT 1 0 on Wrtsool | inroge [PRM FCB FCV func=11|Request user data dass 2] LA=1
RX>>00.02:21.832[10 08 01 0a 16]
Event of Protection {prm acd dic func=|Respond requested data not
Packed Events of Protection avaliable] LA=1
Output Circu of Frotection
Packed Singls Paint T>> 00.02:22 822 [10 5b 01 5¢ 16]
Parameter Measured Normalized [PRM fcb FCV func=11|Request user data class 2] LA=1
Parameter Measured Scaled RX>> 00:02:22.837 [10 09 01 0a 16]
Parameter Measured Float {prm acd dfc func=9|Respond requested data not
D) avaliable] La=1
- B suwve Ti>> 00:02:23.821 [10 70 01 7c 16]
= (3
o @ MoNIToR (PRI FCB FCVfunc=11|Request user data class 2] LA=1
[§ New
RX>>0002:23.823[10 09 01 03 16]
[prm acd dic func=9]Respond requested data not
‘avaliable] LA=1
[«l T ]

RX [ TX 127.0.0.1:10001
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4. Creating a project
To create a project, follow these steps:

1. Click on the "New Project" button.
2. Fillinthe name of the project.
3. Click on the "Create" button.

I SIM-101 <IEC 60870-5-101 Simulator>

File Tools Help

=0
Proje = I
| New Project
Name:

l EC Project My projec] K

IEC 60870-5-101

l [@ Create I

Cancel

=
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5. Adding a Station

To add a station to your project, follow these steps:

aohobd~

Click (x2) on the "New" icon.
Fill in the name of the station.
Select the mode of operation.
Select the link mode.
Click the "Add" button.

5 SIM-101 <IEC 60870-5-101 Simulator>
File Tools Help

Project

H

¢ [ My project @

| 4 New
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New RTU

Name:

Mode:

Link Mode:

IRTU-01

[#J Controlled Station (Slave)

Unbalance

oo

25

(@ Add

Cancel




6. Settings

The simulator offers several configuration options, enabling tests of different scenarios. In
this chapter, more details about the customizable parameters will be described.

6.1 Connection

In general, devices that implement the IEC 60870-5-101 protocol use serial interfaces
RS232, RS485 or other compatible industrial standard, however, modern equipment simply
uses ethernet connections (IEEE 802.3) associated with media converters, knowing this,
serial interface and TCP/IP options have been implemented.

The connection configuration of a station is accessed from the "Connection" menu, the
parameters are as follows:

Serial
Port Serial port name
It is case-sensitive.
Baud Rate Speed of communication.
1200, 2400, 4800, 9600, 19200, 38400, 57600,115200 [bit/s]
Data Bits Number of bits per frame.
5...8 [bit]
Parity Frame parity.
None, Odd and Even
Stop Bits Number of stop bits.
1, 1.5, 2 [bit]
Flow Control Flow control mode.
None, RTS/CTS, Xon/Xoff
Max Idle Line Maximum delay between frames.
0...9999 [ms]

It is recommended to use at least 50 ms for serial connections and
250 ms for TCP/IP connections associated with media converters.
Parameter should be increased if there are constant errors in
"Frame format" and/or "Timeout".

TCP/IP
Mode TCP/IP connection option.
Client, Server
Mode=Client Initiates the TCP/IP connection to the remote station
thatis in server mode, suitable for master stations.
Mode=Server Opens a TCP port and waits for connection, suitable
for slave stations.

Ip Address IP address.
IPv4 and IPv6 support

Port TCP port number.

Max Idle Line Maximum delay between frames.
0...9999 [ms]

It is recommended to use at least 50 ms for serial connections and
250 ms for TCP/IP connections associated with media converters.
Parameter should be increased if there are constant errors in
"Frame format" and/or "Timeout".
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Below are examples of suggested connection topologies for each simulator operating
mode.

Mode Topology
Master/Slave
Computer Device
299999
Master/Slave ! I:I
Serial oo
D@gl< DATA >|§:P7
RS232 RS232
Master/Slave
Computer Device
29999¢
oo
Master/Slave oo
Ethernet | - ll II ﬁ I
Ethernet RS232
Ethernet/Serial
Converter
Master Slave

29999¢
SCADA ! -:.

oo
DATA @2’:7
Monitor < [ I >

Serial RS232 RX RS232

I

Computer

RS232

o
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Master Slave

299999
SCADA .:.
T -

E'|r L

RS232 RS232
Monitor
Ethernet Computer

RS232

Ethernet

Ethernet/Serial
Converter

6.2 Data link

The station link settings are made via the "Data Link" menu, which groups the structure
parameters of the IEC FT 1.2 frame.

Mode Link operation mode.

Unbalanced, Balanced

Mode=Unbalanced In unbalanced mode, the controlled station
only responds after a request, i.e. all communication is based on
"question and answer".

Mode=Balanced In balanced mode, the controlled station
communicates spontaneously, i.e. communication is based on
"notification and confirmation", in addition each terminal controls
its link with the remote station.

Address Size Number of octets of the station's physical address.
1, 2 [Octet]
Address Physical address of the station.
1...254 (Address Size=1), 1...65534 (Address Size=2)
COT Size Number of octets of the cause of transmission (TOC).
1, 2 [Octet]
COT Size=2 Second octet assigned to the originator address (AO)
CA Size Number of octets of ASDU Common Address (CA).
1, 2 [Octet]
I0A Size Number of octets of the information object address (I0A).
1..3 [Octet]
DIR bit Transmission direction bit (balanced mode).

DIR bit=1 Control data for the controlled station.
DIR bit=0 Data from the controlled station to the control station.
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6.3 Application

The following are the application settings for controlled stations, controllers, and monitors.

Slave

Class 1 Event

Class 1 event buffer size.

Buffer Size 0...50000 [events]
Class 1 Buffer Class 1 event buffer overflow percentage.
Overflow 0...100 [%]

If the buffer occupancy percentage is higher than that adjusted in
this parameter, the oldest events are discarded.

Class 2 Event

Class 2 event buffer size.

Buffer Size 0...50000 [events]
Class 2 Buffer Class 2 event buffer overflow percentage.
Overflow 0...100 [%]
If the buffer occupancy percentage is higher than that adjusted in
this parameter, the oldest events are discarded.
Clock Sync Maximum interval for receiving synchronization commands.
Period 0...999999 [s]

Clock Sync Period=0 Disabled
If the station is not synchronized in the period established in this
parameter, the events are generated with the invalid time stamp.

Short Pulse

Pulse duration interval for commands received with the short pulse

Duration qualifier.
1... 999999 [ms]
Long Pulse Pulse duration interval for commands received with the long pulse
Duration qualifier.
1... 999999 [ms]
SBO Timeout Maximum interval between select and execute commands.

1...999999 [ms]

Background Scan
Time

Interval between streams of background events.
1... 999999 [s]

Cyclic Interval between transmissions of cyclical events.

Transmission 1... 999999 [s]

Time

Remote Link Maximum interval without communication with the remote station
Expiration (balanced mode).

1... 999999 [s]
After the interval expires, the link is checked using the link state
request command.

Reply Timeout

Maximum response range of the remote station.
1...999999 [ms]

Max Retry

Maximum number of transmissions.
1..32

Retransmission
Time

Minimum interval for retransmission.
1...999999 [ms]

Double
transmission

Enables/Disables dual streaming.

Disable, Enable

Double transmission=True the points are initially sent without a
time stamp and with higher priority, later they are sent with the
respective event stamp.

Default CA

Default ASDU Common Address (CA) value.
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1...254 (CA Size=1), 1...65534 (CA Size=2)

The station will also assume the common ASDU (CA) addresses
registered in the database points, however, these will be generated
automatically.

Master

Polling Interval

Interval between data requests (unbalanced mode).
100...999999 [ms]

General Interval between general interrogation (Gl) requests.

Interrogation 0...999999 [s]

Interval General Interrogation Interval=0 Disables cyclic sending of the
command.

Counter Interval between counter interrogation (Cl) requests.

interrogation 0...999999 [s]

Interval General Interrogation Interval=0 Disables cyclic sending of the

command.

Acquisition of
Integrated Totals

Meter acquisition mode used in meter interrogation (Cl).
Interrogation, Freeze and Interrogation, Freeze

Acquisition of Integrated Totals=Interrogation Only reads locally
frozen counters (IEC 60870-5-101 Mode B).

Acquisition of Integrated Totals=Freeze and Interrogation freezes
the meters and then reads them (IEC 60870-5-101 mode C).
Acquisition of Integrated Totals=Freeze Only freezes the meters
and waits for the spontaneous receipt of the frozen meters (Mode D
of IEC 60870-5-101).

Freeze Command

Freeze command qualifier.
Freeze Without Reset, Freeze with Reset, Reset

Clock Sync Synchronization interval of the controlled station.
Interval 0...999999 [s]

Clock Sync Interval=0 Disables cyclic sending of the command.
Command Maximum interval for receiving acknowledgments (ACTCON and
Timeout ACTTERM) of a command.

1...60 [s]

Remote Link
Expiration

Maximum interval without communication with the remote station
(balanced mode).

1... 999999 [s]

After the interval expires, the link is checked using the link state
request command.

Reply Timeout

Maximum response range of the remote station.
1...999999 [ms]

Max Retry

Maximum number of transmissions.
1..32

Retransmission
Time

Minimum interval for retransmission.
1...999999 [ms]

Auto-Generated

Enables/Disables automatic database generation.

Database Auto-Generated Database=Disable Enable the manual database
modeling option.

Originator Originator address (OA) assigned to the second octet of the

Address transmission cause parameter (COT Size=2).

0...255
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Originator Address=0 Disables the addition of the originator
address.

CA List ASDU Common Address List (CA).

1...255 (CA Size=1), 1...65535 (CA Size=2)

To add more of the common ASDU address (CA), use the hyphen (-)
as the address separator.

Monitor

Clock Source Sets the station's time synchronization source.

Internal, Line

Clock Source=Internal Uses the internal clock (operating system).
Clock Source=Line Used the controller station synchronization
command to synchronize the internal clock.

Auto-Generated Enables/Disables automatic database generation.

Database Auto-Generated Database=Disable Enable the manual database
modeling option.

The database will not be generated automatically if Data
Link.Address=0 (Any), i.e. all messages trafficked on the
communication line will be decoded, but the points will not be
added to the database.

6.4 Input and output link

The input and output link is a special function of the simulator for controlled stations, where
it is possible to generate return events to the controller station, simulating a change in the
field after the execution of a received command.

Command o _( )_
Execute v

Output Link
Information
Spontaneous _{ }_
Input
The following associations are possible:
Output Entry
Single command Single point
Double command Double point
Regulating step command Step position
Sepoint command Measured value
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7. Adding Objects to the Database

Database modeling is extremely simple, just follow the steps below to include an object or
a sequence of objects.

1. Click (x2) the object group.
2. Click onthe "Add" button.
3. Fillinthe attributes of the object or sequence of objects.
4. Click the "Add" button in the include window.
[i=] Project a £ RTU-01> Single Point
¢ My project Z, = T
. Connection N* (o) Tree ElCA I0A Name Value Qualifier Timestamp Interrogation Group C
*% Data Link @ A
¢ [ Application
% Settings Add Single Point @ X
Link
P Type: |M_SP_NA_1=1 |v‘ CA 1 I0A: 1 Class: |2 -
Backgroud Scan: .Dlsable |" Interrogation Group: |General v
Sequence 10
£ Bitstring
£ Measured Normalized =2
i Measured Scaled Value: |Off ‘v. Qualifie: [liv CInt Clsb bl
E Measured Float )
£ Integrated Totals

£ Event of Protection @ T Add r X c :
- ancel
£ Packed Events of Protection ‘

£ Output Circuit of Protection

E Packed Single Point
E Single Command

In the case of controlled stations, both inclusion and exclusion of objects can only be
carried out with the station switched off. On the other hand, controller stations configured
with a manual database generation option (Settings.Auto-Generated Database=Disable)
can make changes with the station connected.
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8. Starting and Stopping a Simulation

To start or stop the simulation of a station, select it in the project tree and click on the
"Run/Stop" button in the toolbar.

Another option is to right-click on the station icon and select "Run/Stop" from the menu.

£l SIM-101 <IEC 60870-5-101 Simulator> - CAUsers\gus' £ SIM-101 <IEC 60870-5-101 Simulator> - C:A\Users\gus'
File Tools Help File Tools Help
mx s H up = o t1 [m] .
Project Project
¢ [m| My project ¢ [1ml Mv project
¢ | RTU-01 ¢| &l RTU-01
T Ton| I* Run T Con| B Traffic Viwer
*< Data B Traffic Viwer *< Datd [l Stop
¢ [ Appl| #* Edit ¢ [X7] Application
% § ¢ Delete % Settings
& Lk ? Link
¢ & Points ¢ & Points
£ Single Point (10) £ Single Point (10)
£ Double Point £ Double Point
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9. Generating events

There are four ways to generate events from the controlled station, the first of which is the
generation of spontaneous events by change in the value or quality of the point, this type of
eventis triggered when the value or qualifier field of the object is changed in the pointtable.

2 RTU-01> Single Point x|

‘ Add ‘ ‘ Remove ‘ | T Transmit ‘ ‘ Online update ‘
N*® Type ELCA 10A Name Value Qualifier Timestamp Interrogation Group Class
1 M_SP_NA_1 1 1 —= ivntsb bl - General 2
2 M_SP_NA_1 1 2 Off |v ivntsb bl - General 2
3 M_SP_NA_1 1 3 ivntsb bl - General 2
4 M_SP_NA_1 1 4 On ivntsb bl - General 2
5 M_SP_NA_1 1 5 S ivntsb bl - General 2
6 M_SP_NA_1 1 6 off ivntsb bl - General 2
7 M_SP_NA_1 1 7 Off ivntsb bl - General 2
8 M_SP_NA_1 1 8 off ivntsb bl - General 2
9 M_SP_NA_1 1 9 Off ivntsb bl - General 2
10 M_SP_NA_1 1 10 off ivntsb bl - General 2

The second way is to generate spontaneous events without changing the point, in this case
just select the points to which you want to generate the event and click on the "Transmit"
button.

RTU-01> Single Point x|

I Add ‘ l Remove ’ 1 Transmit Online update
N* Type ElLCA 10A Name Value Qualifier Timestamp Interrogation Group
1 M_SP_NA_1 1 1 Off ivntsb bl - General

| 2 M_SP_NA_1 1 2 ivntsb bl - General
3 M_SP_NA_1 1 3 Off ivntsb bl - General
4 M_SP_NA_1 1 4 off ivntsb bl - General
5 M_SP_NA_1 1 5 Off ivntsb bl - General
6 M_SP_NA_1 1 6 Off ivnt sb bl - General
7 M_SP_NA_1 1 7 off ivntsb bl - General
8 M_SP_NA_1 1 8 Off ivnt sb bl - General
9 M_SP_NA_1 1 9 Off ivntsb bl - General
10 M_SP_NA_1 1 10 Off ivnt sb bl - General

The third way is the generation of spontaneous multi-point events by change in value or
quality, for this select the objects of interest (1), click on the "Online update" button (2),
make the changes in value and/or quality of the objects (3), then click on the "Update"
button (4).

RTU-01> Single Point % |

Add } [ Remove I ‘ 1 Transmit | Online update ‘
N Type ElcAa 10A Name Valuk Qualifier I Til J Interrogation Group l Class I Background Scan
1 M_SP_NA_1 1 1 off W ) - - e .
2 M_SP_NA1 | —~ 1 2 off [ RTU-01 > Single Point [Online update] @ = m} X
2 =l w ! £ o T CA 10A N Vall Qualifi
2 M_SP_NA_1 n 2 of ype ame alue ualifier
WM_SP_NA_1 1 2 off ivntsb bl
5 M_SP_NA_1 1 5 Off
WM_SP_NA_1 1 3 of vntsb bl
6 M_SP_NA_1 1 6 off -
— M_SP_NA_1 1 4 Off ivntsb bl
7 M_SP_NA_1 1 7 off
8 M_SP_NA_1 1 8 Off
9 M_SP_NA_1 1 9 off @
10 M_SP_NA_1 1 10 Off
} © Update Close
e ——
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Finally, the last way to generate events is by activating the "Background Scan" or "Cyclic
Transmission" function, this is done directly on the points table. Background Scan and
Cyclic Transmission events are cyclical and the intervals are configured in the application
settings.

" & RTU-01> Single Point x|

‘ Remove ‘ | 1 Transmit | ‘ Online update |
N° Type ElCA I I0A Name Value Qualifier Timestamp Interrogation Group Clasg Background Scan
1 M_SP_NA_1 1 1 o ivntsb bl - General 2 Disable
2 M_SP_NA_1 1 2 Off ivntsb bl - General 2 Disable
3 M_SP_NA_1 1 | = off ivntsb bl - General 2 Enable hd
4 M_SP_NA_1 1 4 ivntsb bl - General 2 Disable
5 M_SP_NA_1 1 5 Off ivntsb bl - General 2
6 M_SP_NA_1 1 6 ivntsb bl - General 2 Disable
7 M_SP_NA_1 1 7 off ivntsb bl - General 2 Disable
8 M_SP_NA_1 1 8 Off ivntsb bl - General 2 Disable
9 M_SP_NA_1 1 9 off ivntsb bl - General 2 Disable
10 M_SP_NA_1 1 10 Off ivntsb bl - General 2 Disable
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10. Running Commands

To execute a command from a controller station, simply follow the steps below:

ISR

I sim-101

Select the station.
Click on the "Com

mand" button.

Click (x2) on the icon of the command you want to execute.
Fillin the parameters of the command.

Click on the "Run"

button.

Wait for the command to return.

<|EC 60870-5-101 Simulator>

File Tools Help

| = |
Project @
¢ [ My projecty/

¢ [ SCADA ) sCA

¢

¥ Connection
< Data Link
[ Application

& | [ ¥ SCADA> Connection X J

SCADA>All x

I r = 1r

DA > Commands

¢ B3 Commands

Single
% Seftings el
ve F’-omts Regulating Step @
f Sigle ot (8 Setpoint Normalized
. Double Froird Setpoint Scaled
£ Stop Position Setpoint Float
i£ Bitstring .
i Measured Norma
£ Measured Scaled SUMTErTETgation
¥ Measured Float Read
i Integrated Totals Clock Synchronization
i Event of Protectio Test
£ Packed Events of Résel Process
i£ Output Circuit of Delay Acquisition
B Packed Single £} Pameter Measured Normalized
% Parameter My Pameter Measured Scaled
f ParameterMeas;‘ Pameter Measured Float
,55 Parametsr MESSS Parameter Activation
0 All(10)
[F New
6-act 8-deact 7-actcon

Successful Command @
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H Interrogation

10

@

9-deactcon

10-actterm  44-unkwnti 45-un

Type C_IC_NA_1
CA Broadcast
Interrogation Group General
Command Activate
o

kw@ 46-unkwnca 47-unkwnioa

l > Execute

|

Close

aus
oo
=
5
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o
rog
b
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11. Graphical display

In the simulator there is the functionality of graphic visualization of a supervised point, for
this just select a single point in the point table (1) and click on the "Trend" button (2), then
the window with the graphic information of the point and real time will open, it is also
possible to view the list of events that make up the graph, by clicking on the "Table" button
(3).

I Trend
N* ‘ Value Qualifier Cause Timestamp
1 \ 0 | intsbblov | inrogen | 2024-07-2321:19:22.701
2 1 | 2500 | wntsbblov | spont | 2024-07-2321:2218466 |
3 M_ME_TA_1 1 | 13 } 1000 ivntsb bl ov spont 2024-07-23 21:20:10.619
] sy ~——T“—<plov | inrogen | 2024-07-2321:19:22.701
E k= ca:110A 12 @ = U X lblov [ inogen | 202407-23211922701 |
(11 A w8 B | ==
— =
2500 "
2,500 | Time Value |
- | 2024-07-2321:2035574 | 0 \
“ 2024-07-23 21:20:41.397 2000 \
Y 1500 [ 2024-072321:20476846 | 500 \
s | 202407-23212200333 | 750 |
1.000 2024-07-23 21:22:06.825 | 898 |
500 | 202407232122118466 | 2500 \
st : 21:22:22.995
21:21:00 21:21:30 21:22:00 21:22:30

Time

Close

Normalized points (M_ME) can be scaled directly on the chart via the "Scale" button, and
the parameters are:

Parameter Description Count
Scale Positive Scale Background 32767
Bias Value refers to zero 0
%4
W { ‘ % I’
- R 2500
2,500 Scale X ‘
2.000 r i
Scale: |100
Q) B r
= 1.500 Bias: [0
o
o Span: -100.0 ~ 100.0
500 ‘ +” Enable
|
0 Cancel J

Time
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12. Protocol Capture

The tool offers protocol capture functionality with persistence on disk, which enables
subsequent analysis, especially when monitoring the communication line.

The automatic file creation function uses the "OR" logic, that is, if one of the conditions has
been met, a new file will be created to continue recording.

Although the protocol capture can be saved in a single file, it is advisable to create files up
to 100Mb to optimize the analysis tool.

To start the protocol capture, you need to follow the steps below:

Select the station.

Click on the "Capture" button.
Select the recording file.
Select the archiving policy.
Click on the "Start" button.

ok obd=

=
File Tools Help

. B . =

[i21] Project @ =l

: C) M Captu X
9 [12] My project Ape
¢ [ RTU-01 !

¥ Connection File: C:\Users\gusta\De@tcaptura\Caplure_RTU-m.cap

e ®

" — [v] Create a new file automatically, after...
¢ [ Application o

% Settings | {10000 | Frames
) Link ¥ [100 | Megabytes

@ @ Points v [s0 | Minutes @
[ 4 New

[> Start XK Cancel

|

To stop the capture, click the "Capture" button (1) and then click the "Stop" button (2).

Blo

M\ Capture X

aalli]

File: C\Users\gusta\Desktop\Captura_RTU-01_*_*_*.cap

v
l
V]

@ @

M stop ‘ | X Cancel
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The visualization and analysis of the capture is carried out through the "Capture Viewer"
tool that can be accessed through the "Tools" menu.

=l SIM-101 <IEC 60870-5-101 Simulator> - C:\Users\gust:
File

F)
B NvA calculator
oject

[a PR as. o

To view the contents of a capture, load the capture file via the "Open" button (1).

In the capture viewer, the traffic is displayed in the form of a table (2), being detailed in the
panel below (3) when selected. In addition, several filters (4) can be applied to facilitate the
analysis of a failure, for example, or the occurrence of an event.

. Capture Viewer - Captura_RTU-01_00001_20240724_194753.cap - a X
File Tools Seftings
X0Q Y
%@ RTU-01 Link Address: 1 Mode: Slave Start time: 2024-07-24 19:47:53.922
[v] A>B [¢] B->A [¥] Error [v] Monitored ion [v] Control ion [v] Link [v] Single Char @
| | ea | | 1oa | | Type: [any [+ cor: [any [v]lIl
[ N ] Time [ st [ pDireion |  Twe [ cor [ 1a [ ca | Data

1 2024-07-24 19:47:54.791 0,000s RX 1 107b017¢16 =l

3| aeoraswarssrwr | owes | R | | | 1 | lowowewn |
s ameorsersarserss  tooss | R | @ | 1 1 [ lomowen
7 aweorsswarsimo | oses | R | | |1 | losowew

s | ameorzewsarsesn | toms | R | | | 1 [ lomowen |
| opeorpetsarsores | ossss | R | | | 1 | lowowee |

13 2024-07-24 19:48:00.798 1,001s RX 1 107b017¢c16 =
J«l I | |
©- Frame: 5 bytes, Fixed length |~
9-Link: Address 1, function 9, Respond requested data not avaliable
Address: 1 r
¢ Control: 0x09, function 9 @ -
0... .... = Reserved
0.. «... = Primary Message =
Load leted Frames: 974/974
L
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13. Traffic Viewer

In addition to the station's exit terminal, it is possible to view the traffic through the "Traffic
Viewer" tool, it is like the "Capture Viewer" tool, with basically the only difference being the
fact thatitisinreal time.

EZ Traffic Viwer - SCADA — (] X
File Tools Settings
> L QL B

[¥] A=B B-=A Error Monitored Information Caontrol Infarmation Link Single Char

L | ex | | on [ | Tyee: [any || com [any |v‘

Nao. Time At Direction Type cot LA CA Data
1 2024-07-24 20:27:16.238 0,000s X 1 105b015c16 Requ*|
2 2024-07-24 20:27:16.238 0,000s RX C_IC_NA 1 actterm 1 1 58090968080164010a010000148d16 Asdl=|
3 2024-07-24 20:27:17 252 1014s X 1 107b017c16 Reql
4 2024-07-24 20:27:17 252 0,000s RX C_CI_NA_1 actcon 1 1 680909680801650107010000057¢16 Asdu
5 2024-07-24 20:27:18.248 0,9963 X 1 105b015c16 Reql
& 2024-07-24 20:27:18 248 0,000s RX C_CI_NA_1 actterm 1 1 68090968080165010a01000005716 Asdy
7 2024-07-24 20:27:19.245 0,997s X 1 1070017¢c16 Reql
i 8 2024-07-24 20:27:19.245 0,000s RX C_CS_NA_1 actcon 1 1 6B80f0f580801670107010000f03116149807... |AsdL
4 2024-07-24 20:27:20 240 0,995s X 1 105b015c16 Reql
10 2024-07-24 20:27:20.241 0,001s RX M_SP_MNA_1 back 1 1 680a0a68080101820201030000009216 Asdl
11 2024-07-24 20:27:21.249 1,008 X 1 1070017¢c16 Reql
12 2024-07-24 20:27:21.249 0,000s RX 1 1009010a16 Res)
13 2024-07-24 20:27:22 244 0,995s X 1 105b015c16 Reql|
q] i [ [
o= Frame: 15 bytes, Variable length (=
o Link: Address 1, function 2, Respond user data
¢ Rsdu: Type C_CI_NR 1, actcon, Ca 1, 1 objects
Type: 101
o Vsg: 0x01 L
o Cot: 0x07, cause 7
Ca: 1
§ Objects: 1 -
o Toa: 0 -
1 Frames: 158/158

The traffic viewer also has an extremely useful function called "Summary", it summarizes
the events in a hierarchical model, making it easy to search by type and address of the
object.

[ summary = O X |

¢ &= Foints
¢ £ Single Point
¢ @ CA=1;10A=3; |
S 2024-07-24 20:27:20.241 (back) [10] |
N 2024-07-24 20:28:07.251 (back) [104] |
o= @ CA=1; 10A=4; |
o= @ CA=1;|0A=8; |
¢ £ Single Command
o @ CA=110A=16; [
A 2024-07-24 20:28:08.702 (act) [107]
S 2024-07-24 20:28:09.240 (actcon) [110]
A 2024-07-24 20:28:09.256 (act) [111]
N 2024-07-24 20:28:10.238 (actcon) [114] ‘
i 2024-07-24 20:28:11.249 (actterm) [116]
Interragation
ounter Interrogation

C
Clock Synchronization ‘

Y
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14. Licensing

SIM-101 is software licensed by Sim-Systems, so for full use of the simulator itis necessary
to license it.

Licensing can be carried out online or offline for machines that do not have internet access.
Online licensing is very simple, just follow the instructions below:

1. Access the "Help" menu and select the "Licensing" submenu.

2. Click on the "Activation" button.

3. Fillinthe "License Key" field with the purchased key.

4. Clickonthe "Activate" button.
= SIM-104 <IEC 60870-5-104 Simulator> R Lcssing A
File Tools [Help| (© {100 sy o 8 oo, Sukach 4 "ot Sy, Ol

you may use it in trial mode for a limited time

® = x
. Licensing
Note: The trial license requires an internet connection to validate the

| 0 About evaluation period.
Project @

2\ Full licensing X

License Key

@ i Info X
95bd5074-5302-4889-8112-a3beef0611fc

P
@ el ———— | @ The license was installed.

Gathering identification information...OK

%, Offine Activation X Cancel

For offline licensing, perform the following steps:

1. Click on the "Activation" button in the licensing window.
2. Click onthe "Offline Activation" button.

3. Click on the "ID File" button.

4. Save the machine's identification file.

5. Access the webpage https://licensing.sim-systems.com.
6

7

8

9

1

Select ID file (.id).

Fillin the "License Key" field with the purchased key.

Click on the "Activate" button then the license file (.lic) will be downloaded.
. Inthe activation window, click on the "Activate" button.
0. Select the licensing file (.lic).
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https://licensing.sim-systems.com/

N Licensing

This software is not yet licensed.
you may use it in trial mode for a limited time.

Note: The trial license requires an internet connection to vali
evaluation period)

Ifyou already have a license, select the "Activation” option. Otherwise,

Activation: Gathering identification information...OK

®
‘ « Trial ” A Activation ‘
,D Activation

X

To license your software, follow the instructions below:

Steps:
1 - Donwload the ID File (oooox id)

2 - Go to the URL https:/licensing.sim-systems.com
3 - Upload the ID File and apply vour license key
4 - Download the Lincese file (xoooo Jic)
5 - Upload the Lincese file (xxo,

®

ing the Activate button.

‘\\-| %, Offline Activation

\ Full licensing

License Key

Gathering identification information...OK

®

2 Save file

x

Look In: ||j Documents

MRS

[=] Blocos de Anotagbes do OneNote
=1 Modelos Personalizados do Office
[ NetBeansProjects

- | DK151009.id

|| E= D File |WAdivale |

X Cancel

M = sim-systems
< C ®

X

File Name: |DK151009 id

Files of Type: [id

+

(%)  https://licensing.sim-systems.com @ A P

fE

N2

2 Downloads
Sim-Syst
DK151009.lic
Abrir arquivo
ID File Ver mJ\
Escolher Arquivo  DK151000.id

License Key

9c866a6a-07dd-4cc8-bdc8-ce5d§5981f38

©

@

Activated
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A Activation

Activation: Gathering identification information... OK

To license your software, follow the instructions below:

Steps:

1 - Donwload the ID File (xxooo id)
2 - Go to the URL https:/licensing sim-systems.com
3 - Upload the ID File and apply your license key
4 - Download the Lincese file (xoooo. /ic)

5 - Upload the Lincese file (xxxxxx./ic) using jité Activate button.

¢ 7 Select file

X

Look In: ||j Downloads

-] (=)= (=) Bl

(=3 SSA 202509379
] Teste

Hws

C wsx

|7, DK151009.ic|

(1|

E ©

4

Info
® The license was installed.
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